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How much cybercrime happens 

on Facebook?  About 4 million 

Facebook users experience spam 

on a daily basis, 20% of Face-

book users have been exposed to 

malware, and Facebook sees 

about 600,000 cases of hijacked 

log-ins every day (Mashable).  

Security firm Commtech recently 

published its Internet Threats 

Trend Report that highlighted the 

world’s largest social networking site, Face-

book, and how it unintentionally proves to be 

a pivotal ally for malicious attacks of all 

sorts. 

The report divides up Facebook attacks from 

the past year into three phases: 

1. Social Engineering – The foundation of 

the attack begins with a post which encour-

ages a user to take action. Attackers typical-

ly lure in victims using four different types of 

posts: information about free items; current 

news or events; something shocking or 

amazing that must be seen; or new Face-

book applications under the guise of a game 

or a new functionality such as being able to 

view who has viewed a Facebook profile.  

2. Spreading the Message – Facebook en-

courages users to build a network of friends 

who inherently trust each other. Attackers 

exploit this trust very easily to propagate ma-

licious acts. Attackers typically lure victims 

into spreading a message by tricking users 

into sharing content under false pretenses, 

especially through use of Facebook’s ‘Like’ 

button. The ‘Like’ button is a feature which 

allows users to indicate that they approve of 

content that’s been posted by a friend, web-

site, or other entity. Almost 48% of victims 

knowingly click on the ‘Like’ button on mali-

cious content under the disguise of a legiti-

mate page or feature as they believe they’ll 

be rewarded for it. Attackers will often pro-

vide links to content that is legitimate, but 

many of the linked pages contain scripts that 

will generate a ‘Like’ on a victim’s Facebook 

profile to encourage other friends of the  

victim to visit the site as well.  Rogue, but 

legitimately added Facebook applications 

that have permission to post unlimited con-

tent on users’ Facebook profiles and hijack-

ing malware round out the other methods for 

attackers to spread their message. With the 

average Facebook user having about 130 

friends, an average attack can easily spread 

to millions of users in just a matter of hours. 

3. Ultimate Goal – Once all of the legwork 

has been completed for a successful attack, 

attackers will start seeing the benefits of 

their work. The majority of attacks convince 

users to submit their email address or per-

sonal information for a chance to win a prize 

from a well-known business.  Attackers  

generate affiliate revenue by referring these  

potential new customers to a known busi-

ness, but often times the end users are left 

with nothing. Other attacks result in spread-

ing malware, hoaxes and other misinfor-

mation, or simply just making a point that 

they can wreak havoc on Facebook at the 

expense of others. 

Social engineering provides the greatest  

opportunity for attacks on Facebook. Users 

should continue to take the same precau-

tions they take with email and instant  

In October 2011, Facebook 

walls were bombarded with free 

Starbucks and Tim Horton gift 

card promotions. Users were 

tricked into a “like-jacking” cycle 

after accessing a nefarious link.   
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Over the past year, Facebook and other social media 

sites, such as Twitter and Google, have made enhance-

ments to their privacy features in response to growing 

attacks—from adversaries and regulators. As part of its 

settlement with the Federal Trade Commission (FTC) 

over privacy of information, the company has agreed to 

institute new internal controls. 

The new controls, however, do not make these social 

media sites into secure digital locations for users’ private 

thoughts, photos, and information.  As The Washington 

Post notes, the nature of the internet—let alone social 

media platforms that reside on it—is a way to distribute 

information:  

Facebook will never be ‘private’ - indeed, the 

very idea of making Facebook a more private 

place borders on the oxymoronic, a bit like ex-

pecting modesty at a [dance] club…[w]e expect 

more from the site vis-à-vis privacy than it can 

ever hope to deliver.  

The Post article also notes that user information is stored 

on dozens of servers across the planet and within friends’ 

browser caches (blocks of memory data), and is often sold 

to third parties including online advertisers and publishers.  

On the most basic level, social media does not correct for 

human error—for example, users cannot blame Facebook 

when they accept their ex-partners friend request who later 

proves no friend at all. 

In reality, the only privacy control that works is the user 

themselves.  As the Post emphasizes: “The only sure way 

to keep something private on Facebook is not to post it to 

Facebook.”  Users need to adjust their expectations about 

privacy, modesty, and what it means to share.  Anything 

anyone has ever posted is fair game for privacy concerns.  

Users should ensure they use the new privacy controls and 

sharing settings that these social media sites provide, but 

ultimately, the only true protector of privacy is the user.  
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messaging, and check the validity of information that is pre-

sented—especially if it involves clicking a link or the ‘Like’ 

button on Facebook. 

Facebook users are never totally safe from being scammed 

and preyed upon as profile information continues to be 

shared with third parties, malware remains prominent, and 

scammers are still allowed to create fake profiles. As it 

stands, there are settings users can change to protect 

themselves against cybercrime.  Take precautionary 

measures to manage risk such as checking with family and 

friends on content they may have shared or changing your 

Facebook privacy settings. For more information, go to 

https://www.facebook.com/about/privacy/.  
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